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ADVANTECH UDP Communication Watchdog

Used symbols

A Danger - Information regarding user safety or potential damage to the router.

Attention — Problems that can arise in specific situations.

@ ———m

@ Information, notice — Useful tips or information of special interest.
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1. Description of the User Module

This user module is a UDP communication watchdog — it checks the specific UDP packet
responses in Smart Router and if no responses come back, it switches the PPP (cellular)
connection to other SIM card in the Smart Router. It is intended for reliable connection of
lottery terminals sending UDP packets via Smart Router to the responder server in Internet.
See the operating principle on Figure 1 bellow.

«’5" UDP Communication Watchdog UM
(No responses? Switch SIM)

|
—uor—» (S <ol @ 0

Lottery Smart Internet Responder
Terminal Router Server

Figure 1: UDP Communication Watchdog operating principle

The user module interface has only one Configuration item in the menu and the Return
item to return back to the routers’s GUI. When enabled with default settings, it switches the
cellular connection after 4 UDP responses missed. Error and SIM switch logging is accessible
on System Log page of the router’'s GUL.

www.lucom.de

UDP Communication Watchdog

Customization Configuration
Return Enable UDP Communication Watchdog

Responder address |10.?U.150.230

Responder port |53401

Terminal start port |50000

Terminal end port |50158

Max. response time | 15 | sec
Switch SIM after |4 |packets lost

Figure 2: UDP Communication Watchdog User Module

The user module UDP Communication Watchdog is not part of the standard router
firmware. See the Configuration Manual [1] for instructions on how to upload this user
module to the router. This user module is available for v2 and v3 routers.

® ———m
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2. Configuration

In this chapter, the configuration of the UDP Communication Watchdog is described. Go
to the Configuration page in the Communication Watchdog section of the UDP Communi-
cation Watchdog user module — it is also the landing page of the user module. To enable,
tick the Enable UDP Communication Watchdog checkbox and click Apply button. The other
configuration items are described in the table below.

Configuration

Enable UDP Communication Watchdog
Responder address | 10.70.150.230 |
Responder port |5341}1 |

Terminal start port |5um}u

Terminal end port |5'I}15Er

Max. response time | 15 | sec

Switch SIM after |4 | packets lost

Figure 3: UDP Communication Watchdog Configuration

ftem _________]Descripon ____ |

Enable UDP communica- Enable the UDP Communication Watchdog. This is neces-

tion watchdog sary for UDP packet checker to run and switch SIMs in case
of failure.
Responder address IP address of the responder server in the Internet. Either

IPv4, IPv6 or domain name is allowed. The default value is
10.70.150.230.

Responder port Port of the responder server in the Internet. Default 53401.

Terminal start port First port (UDP) of the Lottery terminal connected to the
router. Default is 50000. There can be a pool of more con-
nected terminals.

Terminal end point Last port (UDP) of the Lottery terminal connected to the
router. Default is 50156. There can be a pool of more con-
nected terminals.

Max. response time Time to wait for the answer before considering it the lost
packet. Default is 15 seconds.

Switch SIM after X packets Number of lost packets to switch to other cellular connec-
lost tion. Default is 4.

Table 1: UDP Communication Watchdog Configuration
2
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3. Behavior and System Log

Behavior related notes and logging information are described in this Chapter.

3.1 Supervised UDP traffic

Only specific UDP packets are monitored — these going from a local device (lottery termi-
nal) to the Internet responder and specific responses back. Only UDP packets from configured
ports range are tracked.

The UDP packets are matched by a destination IP (when going from local device to re-
sponder) and source IP and the port number when going back from the responder to the local
device (lottery terminal). Only source and destination of UDP traffic is monitored. The payload
of UDP packets is not monitored.

3.2 Switching of the SIM cards

If the packets are going forth (being received from local device) but there are no responses,
cellular connection is switched to another SIM card than the active one.

It is done by powering off the cellular module, setting another SIM card as default and
powering on the cellular module to establish the new connection. There is no need of any
additional SIM switching configuration in the router, but the Smart Router has to be in version
with two SIM cards and both SIM cards has to be configured properly on Mobile WAN page in
the Configuration section of the router's Web GUI (typically for two different carriers, both with
same APN).

www.lucom.de

3.3 System Log

System Log

System Messages

2016-84-23 12:21:16 login_exec.cgi: pam_unix{mhttpd:auth): authentication failure; logname= uid=@ euid=@ tty= ruser= rhost= user=root
2016-84-24 13:84:55 sshd[547@]: Accepted keyboard-interactivespam for root from 10.48.38.189 port 49688 ssh2

2016-84-24 13:84:55 sshd[5478]: pam_unix(sshd:session): session opened for user root by (uid=8)

2016-84-24 13:29:32 sshd[5478]: pam_unix(sshd:session): session closed for user root

2016-84-24 13:42:17 sshd[573@]: Accepted keyboard-interactivespam for root from 10.48.38.189 port 56288 ssh2

2016-84-24 13:42:17 sshd[573@]: pam_unix(sshd:session): session opened for user root by (uid=8)

2016-84-25 16:29:18 login_exec.cgi: pam_unix{mhttpd:auth): authentication failure; logname= uid=@ euid=8 tty= ruser= rhost= user=root
2016-@4-25 16:29:38 last message repeated 1 time

2@16-84-25 16:29:41 login_exec.cgi: pam_unix(mhttpd:auth): check pass; user unknown

2016-84-25 16:29:41 login exec.cgi: pam unix{mhttpd:auth): authentication failure; logname= uid=@ euid=@ tty= ruser= rhost=
2016-84-25 16:30:26] colombian[15443]: started

2@16-@4-25 16:38:26) colombian[15443]: bind to interface eth@

Save Log || Save Report

Figure 4: System Log
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The user module logs are accessible on the System Log page of the router's main menu.
The UDP Communication Watchdog logs start with the colombian string as seen on the Fig-
ure 4.

Errors are logged by the user module. When it comes to switching the SIM cards, the
following message is shown on the log:
missing <number> responses from responder -> changing SIM <number of SIM>
Then there are messages from cellular module being restarted and the new cellular connection
being established.

www.lucom.de
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4. Related Documents

[1]1 Advantech Czech: v2 Routers Configuration Manual (MAN-0021-EN)
[2] Advantech Czech: SmartFlex Configuration Manual (MAN-0023-EN)
[3] Advantech Czech: SmartMotion Configuration Manual (MAN-0024-EN)
[4] Advantech Czech: SmartStart Configuration Manual (MAN-0022-EN)
[5] Advantech Czech: ICR-3200 Configuration Manual (MAN-0042-EN)

(é Product related documents can be obtained on Engineering Portal at www.ep.advantech-
bb.cz address.
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